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1. Introduction

Many of you are by now familiar with ActiveMark now incorporated as part of
Macrovison® Corporation. This software protection system improves upon
previous versions by employing more strategic code obfuscation and litera string
encryption. This new version now allocates memory to include a DWORD vaue
used in conjunction with the CPUID instruction to enforce running the executable
on a single machine to thwart the distribution of any pirated / copied applications
(if so enabled). ActiveMark has aso beefed up its security protection system by
utilizing active memory scanning and specific AM code section check summing
to inhibit modification of its code. This may be the single most important and
significant new change to date in its arsend. This is obviousdy meant to
discourage modifications to its code in unpacked / dumped applications as
occurred in the past. What this all means to you is the dawn of a new era of
ActiveMark sophistication in its software protection system that requires new
methods in analyzing and understanding the implications and practica use
thereof.

Another interesting feature, in this new release, is what can be best described as
the separation of the previous generation’s 2™ layer code into, what is now, two
distinct new layers. Where asin the past, the 1% layer would decompress / decrypt
ALL the code for an application, in the new version, the 1% layer decompresses /
decrypts the code for the new 2™ layer, which in turn decompresses / decrypts /
protects the code for the 3 layer and the original code, albeit with numerous
imbedded calls to the AM 3™ |ayer as in the past. So now, a new 3 layer
communicates with the original code. Of course this further bloats any executable
with resultant performance degradation. Also, the new 3 layer protection
changes the characteristics of each section in the PE executable to inhibit the
dumping of any application using a3" party dumping tool (i.e. LordPE)

This is Part | in introducing measures to effectively dump and andyze the new
AM release v6.x. In Part I, we will discuss the necessary steps to patch and run a
target process under this protection.



Disclaimers

All code included with thistutorial isfreeto use and modify; we only ask that you mention where you found it. This
tutoria isaso freeto distributeinits current unatered form, with al the included supplements.

All the commercial programs used within this document have been used only for the purpose of
demonstrating the theories and methods described. No distribution of patched applications has been done
under any media or host. The applications used were most of the times already been patched, and cracked
versions were available since a lot of time. ARTeam or the authors of the paper cannot be considered
responsible for damages to the companies holding rights on those programs. The scope of thistutorial as well
as any other ARTeam tutorial is of sharing knowledge and teaching how to patch applications, how to bypass
protections and generally speaking how to improve the RCE art. We are not releasing any cracked
application.

Verification

ARTeam.esfv can be opened in the ARTeamESFV Checker to verify al files have been released by ARTeam and are
unaltered. The ARTeamESFVChecker can be obtaned in the release section of the ARTeam site
http://rel eases.accessroot.com
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1. Dumping ActiveMark v6.x Applications, CondZero.

1.1. Abstract

This Tutoria will introduce you to the methods necessary in dumping an ActiveMark v6.,x application so that you
can further anayze the protection system and your application. Included is a new tool “AMDUMPV6” which can
aid you in dumping an application and show you some important concepts in dumping an application.

1.2. Target

The target is agame called Buku kakuro - 31.3 Mb - 6.1.342 AM release. You can get it at the link below:
http://d.trymedia.com/dd/mer scom/60m_d/merscom/BukuK akuroSetup.exe

1.3. How to dump

1.3.1 Preparation

Toolsused: OllyDbg v1.10, OllyAdvanced v1.26 Beta 10 for winnt, AMDUMPV6.
I will mentionthe options | useto run/ analyze an AM target here asthey may be important to you.
First, Ollydbg, options, Debugging options:

i=| Debugsing options

Commands ] Dizazm ] CFU ] Fiegisters] Stack ] Analysiz 1 ] .-“-‘-.nalysisE] .-*-.nalysisS]
Security ] Debug ] Eventz:  Exceptions l Trace ] SF ] Strings] .ﬂ.ddresses]

v |gnore memmany access violations in KERNEL32

|ghore [pags to program) following exceptions:
v INT3 breaks
v Single-step break
v Memaon access violation
v Integer divizion by 0
v lrevalid or privileged instruction
[v A FPU exceptions

v lgnore alzo following custom excephions or ranges:

E000000] |
EOBD7363 dddrange |

| Delete zelechion |

o | k. | Indo | I:an-:e||

Figurel.
I like to check everything. Notice (2) entriesin the custom exceptions box:
1. ECO00001
2. E06D7363

For some apparent reason, AM likesto use these 2 exceptions to denote a stage in the process. They
Handle these exceptions and | choose to ignore them.



Second, using the Olly Advanced plugin:
Firgt, the Anti-Debug options:

Buofines Additional Options |
Additional Optiors 2 |

fnti-Debug #nti-Debug 2 |

Anti-Debug [MT-Based 05 only)

Kill &nti-dttach [Hardoaore method)
IInhandledE sceptionFilker
Procezs32Ment

M odule32Mext

CheckRemaotel ebuggerPrezent

11011
Ul L w o

ZwSetlnformation T hread
ZwlluerySpztemlnformation
SwlueylnformationProcess
ZwlueryObject
TerminateProcess [ 5
Scramble Expart Table

Firndafirdow

[ L U R L I U U N B

GetTickCount [ 5
Ma Caunter [0] i+ Counter+1

L

Ok | Cancel | Ahout
MaRkus TH-DUM €2006

Figure 2.

| check off Process32Next and Get TickCount. The new version of AM utilizes both of these features quite
Extensively. Process32Next (whichisrelated to the CreateTool hel p32Snapshot API) is used to find software like
Regmon, Filemon, LordPE and similar running as processes on your system. Also, it can detect if the target process
was launched via Windows Explorer. GetTickCount surrounds virtually every magor function. If one wants to sngle
step through some code, then the represented machi ne times are going to reflect a long lapse in time which would
indicate that a debugger may be attached to the process. We can circumvent that by selecting GetTickCount to
increment time by one click. Of course we need to handle the IsDebuggerPresent API. We do so on the next tab

(Anti-Debug 2) seen below:
Olly Advanced 1.26 Beta 10

Bugfixes | Additional Options |
Additional Options 2 |

AntiDebug | AntiDebug2

Debug Bits

v |zDebuggerPrezent

[ MiGlobalFlag (not recommended)
[ HeapFlags

[ ForceFlags




Figure 3.

1.3.2 Checking out the target
Wefirst open our target in Olly. Below isthe [Memory Map] view of thetarget:

0o400000| 00002000 _kalkuro PE header
00401000 00149000 _kakuro | . text I:Dde*-—— Code
0O0S4A000| 00023000 _kakuro | .rdata
005eD000| 00015000 _kakura | .data data
Qosgz2000 00002000 | _kakuro | .rsroc
00584000| 0000A00Q0 | _kakuro | .reloc
DOS8EQQD| OOOBSO000 | _kakuro | . text ‘ Level 3
00643000| 00032000 | _kakuro | .data
0067FO00| 00010000 _kakuro | . be=

006BFO00| 00003000 _kakuro | . idata
006e92000( 00003000 _kakuro | . rsrc
00695000| 0000000 | _kakuro | . text ‘ Level 2
00771000| 00002000 _kakuro | . idata
Qo772000( 00002000 _kakuro | . rsrc resources
00774000| 00015000 | _kalkuro | . text *ﬁé—-— Level 4
0o7a9a000| 0000000 | _kakuro | .bss
0O78F000| 00009000 | _kakuro | .data
00798000 00001000 _kakuro | .idata imports

Figure4.

Notice that we have (4) distinctive layers:

1. Levd 1. (themodule’s Entry Point). This level is responsible for general anti-debugging measures and the
decompression/ decryption of level 2.

2. Levd 2. Thislevel isresponsible for the decompression/ decryption of level 3, building the imports and
the origina code Sections. | should point out that decompression/ decryptionis not only code rel ated, but
also data, resources, imports, etc associated with alevel or levels. Not to be confused with decrypting any
external resources or datafileswhichis a separate process. Thisisthelevel (or layer) that we will dump at.
Thisis also thelevel (or layer) that we used to dump at in AM releases prior to v6.X.

3. Leve 3. Thisleve isresponsible for the bulk of AM specific processing, anti-debugging, decryption and
anti-dumping which used to occur in Level 2 in AM releases prior to v6.x

4. Origina Code Section. Relax.... It isn’t all original. AM has inserted code here (stolen API’s) to jump back
to its Level 3 or what I’ll call the real Protection layer.

1.3.3 In the beginning...
Much has changed from previous releases. AM now utilizes some new features to discourage dumping and patching
an application. These changes are not readily apparent until you reach or try and dump at Level 3.
Since this Tutorial is most concerned with dumping an application, we will concentrate on Level’s 1 and 2.
Let’s have a look:

LEVEL 1:

Level 1issneaky. To the untrained eye, seemingly very littleisdifferent. You still have the same verbiage in the
beginning of the data section for that level. Level 1 now includesa DWORD vauein the data section whichis
integral to Level 3 processing. ThisDWORD vaueisthen stored in Virtua Memory via, you guessed it, A cal to
VirtualAlloc. In time, you’ll be able to scan the .data section and find this hidden value, but we can simply put a



HWBP on the VirtualAlloc APL. Before I forget, don’t use Software BP’s on this version. If you screw around with
any code or API’s, also, asinthe past, close any third party tools while using Ollydbg or you may get the following:

Warning

Q

This application cannok run with an active debugger in memarsy,
Please unload the debugger and restart the application,

X

Figure5.

Y ou will need to learn how to best utilize your limited Hardware Breakpoints. We can start by setting our first
HWBP on the Virtual Alloc API by using context help in Olly’s [Executable modules) window for kernel 32.dll:

FCE00000| 000F4000) FCE0B4 36 kernElSEI
FC900000| oaoBO0OO0| AC913156 | ntdll
FC9CO000| oo814a000) ACADFALD| SHELL S Z
Figure 6.
Selecting View names then,
JCR09A4B1|  text Export Virtualhlloc
TCA09AAZ |  temt Export VirtualdllocEx
JCAL5EAL]L | | temt Export VirtualBuf ferExceptionH:
7C809B14 |  text Export VirtualFrees
7C809B32 | | text Export YirtualFresEx
Figure7.

1
Actualize

View memory
Wiew code in CPU
Follow entry
Dump data in CPU

View narmes

Enter

o B

Actualize

Follov in Di
Follow in Durnp
Find references

5355

Enker

rmbler

View call bree

Selecting Virtual Alloc and Follow in Disassembler and setting a HWBP on this function’s beginning address for

Hardware, on execution:

7C809481 8EFF
JCE094A83 55
7CE09484 SEEC
7CE094A86 FF?75 14
709489 FF75 10
JCE09A8C FF?5 0C
FCEO09ARF FF?75 08
FCE09492 E4 FF
7CE09A94 EZ 09000000
FCEO9A99 5D
FCE09A94 C2 1000
7CE0949D 90
JCEO09A%E 90
TCRANYASF qn

MoV EDI,EDI Backup
FUSH EEF Copy
MoV EBP. ESP Binary
FUSH DWORD FTR 55:[  ascemble
FUSH DWORD FTR S55:[  Label
PUSH DWORD PTR S5S:[ Comment
PUSH DWORD FTR SS: [[NE=E Eulslys

FUSH -1 Run trace
CALL kernell2 Virty -

Mew arigin here
POF EEP

Go ko

RETN 10 Follaw in Durmp
HOP

HOEP Search Faor

WOF Find references ta

Figure8.

Toggle Fz

3 Zonditional Shift+Fz

ChrkrGray * Conditional log Shift+F4
Run ta selection F4

Mernory, on access
Memary, on write

Hardware, on execution

AM doesn’t perform any exception handling on HWBP’s or CODE: 0x80000004.
We can now Run (F9) our target in Olly until we reach our HWBP.
Important Note: There are many breaks on VirtualAlloc, but we are only interested in one:




| EMARK V6.X

: ]

ARy 00783027 rCALL to Virtualdllos from _kaluro. 00783022
Q012FFAC| 0o0000000() Addre=s=s = HULL

OO12FFEO| 00001000() Size = 1000 (4096.) * Look forthis
O012FFE4| 0o0001o000() AllocationType = MEM_COMMIT

QO12FFES| 00000004 |LProtect = PAGE READWRITE

OO01ZFFEC| O012FFEQD|Pointer to next SEH record

QO1ZFEFCO| 00774003 5SE handler

O012FFC4| 7CE16D4F | RETURN to kerneldZ 7CE1cD4F

QO12FFCE| 7C910738 | ntdll . 7C910738

Figure9.

Yes, Size matters. We need the one for 1000 hex (4096 bytes). Follow the return above at address 00783022. Since

we don’t have a properly analyzed and configured PE file, we can do this by Executetill returnin Olly (Ctrl+F9) to
our return address. At this point, the only 2 register valueswe areinterested inisEAX and EDI. Wewill now single
step through the code until you reach the following:

00783037 A3 73F&87800 MOY DWORD PTR DS:[78F873].EAX
o07a303c C700 85485556 MOV DWORD PTR DS: [EAX]. 56554885
novazodz|, EB 02 JHEP SHORT _kakurc. 00783046
00723044 83C8 BE OFR EAX FFFFFFEE

o07s3047 0D eFEDF941 OF EAX AIF9EDEF

Figure 10.

AM movesthe Virtual Memory Addressto a DWORD pointer address in the .data section. It then moves a DWORD
value 0x5655A885 (it isunclear how thisvalueis derived) to the Virtual memory addressreturned in Virtua Alloc.
We can seethis more clearly if we step through these next 2 instructions and look at our dump window:

Addre==s

0078F86E
O078F873
O078FE87E

ASCIT
N i

S [P
I15.1.15

He=x dump

00 00 00 00|85 A8 55 56
oo o0 79 01|00 00 00 OO
49 9E 35 04| 1B ZC EC A7

Figure11.

We see the DWORD value 0x5655A885 and a so the Virtual memory address 0x01790000 above. (Note: thisVM
address may be different on your machine). The special DWORD value above is consistent for this target, but
changes for each application. How important isthis DWORD value? I won’t show here, but set a HWBP for
hardware, on access DWORD for this valuein Virtual Memory and see the activity. Better yet, zero out thisvaluein
Virtual memory and see what happens. You’ll get an Access Violation followed by Debugged Program was unable
to process exception and termination of the application. Thisis what would happen if you dumped the target
normally. To avoid this problem, the dumper tool, takes into account the Virtua Alloc APl and when it breaks, it sets
thevalueinregister EAX (returned Virtual Alloc Memory address) to equal register EDI, which contains aDWORD
pointer address close to the address 0x0078F873 abovein Figure 11.

We continue single stepping (F7) through the code until we reach some code similar to the following:
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00783129 43 BFFE7200 MOV DUORD FTE DS:[78F86F] . EAX
31co HOE EAX EAX

00783130 OFA4Z CFUID

no7e31az 8915 Y7FE7E00 |MOV DWORED PTR DS:[78F&877].EDX
no¥a3ilaa 41 EFFE7800 MOV EAX DUWORD PTR DS: [78F86F]
00783130, EB 04 JHME SHORT _kakurc 00783143
007g313r &4 EBE PUSH -1%&

Figure 12.

| have highlighted the CPUID instruction. AM stores the value returned in register EDX to a.data section DWORD
pointer. The saved CPUID information is generally, athough not always, stored near the same address as noted in
Figure 11 above. We know that AM ties your machineid and other related stuff when activating an application for
your machine. (i.e. generating avalid license file). It would appear that CPUID can also be used to deter dumping an
application since this value would be unique for every machine and the resultant dump could only be run on the
machine that dumped the application. This techniqueis available for use, but does not seem to be enforced at the
moment. In Level 3, there is code that checks the CPUID with the value stored above in address 0x0078F877.

LEVEL 2:
How best to reach it? One easy way isto set aHWBP, on execution for the VirtualProtect API. Use the procedure

referenced above for VirtualAlloc to do this. When the HWBP is reached we can set amemory breakpoint on access
for Level 2 as shown below:

00635000| 000DCO00| _kakuro | . tesxt .ﬁ.ctual:Z; = == :
00771000| 00001000 kakuro | . idata B

go77z2000( 00002000 _kakuro | . r=ro TESOU  pymp

00774000| 00015000| kakuro | . text SFX S s
00783000| 00006000| _kakuro | . bss

0078F000| 00009000 kakuro | .data Set break-on-access Fz
Q0798000| 00001000 _kakuro | .idata shylmdal  Seb memory breakpoint on

Figure 13.

Runthetarget in Olly, (F9) cycling through the HWBP’s until you bresk here:

006959C9 8925 10506300 MOV DWORD PTRE D5:[695010].ESF
BE G0 PUSHATY

00695901 8925 1C506300 MOV DWORD PTRE D5:[69501C].ESFE
006959D7 64:41 00000000 MOV EAX DWORD PTR FS:[0]

00695900 A3 18506900 HOV DWORD PTR DS:[6595018].EAX
O0s959E2|  ES CBFAFFFF CALL _kaluro. 006952B2
Figure 14.

Address 0x006959C9 isour Level 2 EP. Thisiswhere the new dumper program would dump the application,
rebuilding the PE header for the new raw offsets, which are equivaent to the virtua offsets, then append the
encrypted data (stubfile) to the end of the dump. Note thereis no Import rebuilding necessary at this point. Why?
Because the Imports, along with the rest of the code are built later on (see below):



FF15 18696900 CALL DWORD PTR DS: [696918] kernel3Z? GetHoduleHandled
O0695B58| 50 PUSH EAX
D0695B59| EB CAFEFFFF CALL _kakuro. 00695422
OOEYEBEE| 56 PUSH ESI
O0695BSF|  FFLE 28698900 CALL DWORD PTR DS [696928] kernel3? ExitProcess
O0695BES| SE POP ESI
O0B95BEE| C3 RETH
Figure 15.

The address highlighted aboveis the call that leads to Import building, code, resource, data decompression/
decryption/ protection and Level 3 processing. If wefollow that call we eventually land here (see below):

00695453 E8 93FEFFFF CALL _kakuro.006958EB

00695458 8945 EC MOV DWORD PTR S5:[EBEP-14].EAX
O0695ASE 837D EC 00 CHF DWOED PTR S5:[EEF-14].0
00695A5F |, 74 1E JE SHORT _lkakuro. 00695A7C
00695461 68 18516900 FUSH _kakuro. 00695118 ASCIT "Error executing the compression layer"
00695466 68 DOGBES00 FUSH _kakuro. 00696800
O0695AEE FF15 14698900 CALL DWOED PTR DS:[696914] kernelii . lstrcpvd
Figure 16.

The call a address 0x00695A53 aboveisthe critica stepinthe Level 3 and beyond building process. Notice the
error message that follows if there’s a problem. So, one might ask, why not trace further and find the Level 3 EP?
Thereisno easy answer at this point. If we dump at Level 2 EP, the REAL code is not exposed and patching is
difficult. If we dump at Level 3 EP, whichisthe REAL Level 3 EP? ActiveMark has imbedded the GetVersion and
GetCommandLineA API’s in obfuscated code prior to the next logical API, GetStartuplnfoA. Or maybe the new
logica Level 3EPisasfollows:

64 B0 PUSH &0
oosp3AB4(,. EB 03 JHEP SHORT dumpedl_ . 005D3AES
00sD3ABR 30FS #0R CH.DH

OoSD2AES 6468 70856400 PUSH dumpedl_ . 00648570
Figure 17.

After al thisisaVC++ program. Or maybe we should dump at the very 1% instructionin Level 3 below:

. EB 02 JHF SHORT dumpedl .00SCES591
O0SCREEF VLEE FF JHEF SHORT dumpedl . 005CE590
005CE531 8925 BOCEERZ00 MOV DWORD PTRE LDS:[63CEBO],ESE
00SCR537 A0 FUSHAD
005CR598 8925 ACD7RE00 MOV DWORD PTE LS:[68D7AC].ESE
OO0SCES9E(, EB 02 JHP SHORT dumpedl_ . 00SCEGAZ

Figure 18.

Looks innocent enough. We got familiar turf here. TEB stuff bei ng moved to a data address beforea PUSHAD.

For avariety of reasons, the targets tested did not run when dumped at these locations. Even after rebuilding Imports
and appending the encrypted data.... ActiveMark is using a marked number of saved pointersin its data sections and
it seemsthat every dump will fail at similar locations regardless of the Level 3 EP chosen for each target. Thisis not
to say it is not doable, but regardless of the method chosen, any dumped application provides significantly greater
opportunities for anal yzing and patchi ng. The scope of this Tutorial isto highlight some of the obvious and not so
obvious revelations of dumping the new release at Level 2 so that the reader can arrive at their own conclusions after
further andysis.



We have one morething to consider. ActiveMark hasintegrated the Level 1 EP as part of their processing. It is
presumably to verify the integrity of the application (READ: it was not atered, dumped, or had sections removed).
If we restart the application at Level 1 EP and view the [ Memory map] window in Olly. Dump the PE Header
section (1% one) and go to the address pictured below that contains the AddressOf EntryPoint. We want to set a
HWBP, on access for this DWORD address.

00400138
n040013c
no400140
00400144
no40014:2
no4n0014cC
00400150
no400152
00400154
00400156

59403700
noi1o0000
00a01400
nooo4onon
noi1o0000
noozoooo
o400
nooo
nooo
oooo

oD
oD
oD
oD
oD
oD
oy
oy
oy
oy

00374059
nooolooo
00144000
no4o0000
nooolooo
noooozoo
noo4
nooo
nooo
noon

Address0fEntryFPoint = 374059

BaseOfCode = 1000

BaseOfData = 144000

InageBa=ze = 400000
SectionAlignment
FileAlignment = 2
HajorOSVersion =
MinorOdSVersion =

HajorInageVersion

HinorInageVersion

Figure 19.

0

1000

i]
i]

Backup 3
Copy 3
Binary 3

Modify integer

Breakpoint

Search for 3
Go ko address  Chrl+G

Mernory, on write

Memary, on access ‘

Hardware, an

Hex 3
Text 3

Hardware, on write
Hardware, on execution

Now Run (F9) thetarget process until we hit this HWBP and come to some code similar to the following:

00sSDC23E
005D 3C
0osDC23F
n05DC241

OOSDC244
oosDCz247
nosDCz249
O0SDC24E

S5A

gB-g 3C
01c3

0343 238
3950 F1

74 12

68 00000000
E9 192CFFFF

POP EDX

MOV EBX, DWORD PTR DS: [EAE+3C]
ADD EBX EAX

ADD EAX, DWORD PTE DS: [EEX+28]
CHP DWORD PTE DS: [EAX-2].EDX
JE SHORT _lkalkuro.005DCZ25E
FUSH 0

JHP _lkakuro. 00SCEERC

Figure 20.

And a picture of the Registers asthey exist at thisHWBP:

Notice the value in register EAX. It’s our Level 1 EP. And one more picture of the code pane showing the respective

Fegisters (FPU)

EAX
ECX
EDX
EBX
ESF
EEF
ESI
EDI

EIF

values at EIP 0x005DC244:

00774053 OFFSET _kakuro. <Mody
ooooo0o0&
27086EAF
00400110 ASCIT
o012F9ge
0012FCER
oooooias
0068CFE4 _lkalurc 00GBCFR4

005DC244 _kalkurc. 005DC244

"pE"

Figure 21.

EDE=870836EAF
DS:[00774051]=87086EAF

Figure 22.




If we were to have changed the EP (due to dumping, alteration, etc.) Do you think the valuein register EDX would
equal thevaluein DS: [00774051] ? Probably not and the program would terminate via ExitProcess. To effectively
counter this verification process a simple change to the Level 1 EP address’s original instruction(s) is required. We

can do thefollowing to the original EP:

B8 9596900 PUSH dumped. 006959C9
O077405E  C3 RETH
O077405F| 9C PUSHFD
00774060 90 HOFP
Figure 23.

Replace the original instructions with aPUSH to our Level 2 EP. (or your chosen new EP) and RETN. The dumper
tool does this automatically, but | referenceit here for the manual dumping approach. You’ll need to save all your
changes before dumping with your favorite PE dumping tool. No need to use ImpRec or rebuilding the imports.
Then you would append the encrypted datato the end of your dump with a hex editor and your dump should run
cleanly, likethe original program. Or use the dumper tool which doesthisall automatically.

1.3.4 Analyzing the target

This sectionisareminder that after dumping any ActiveMark application, it isaways a good ideato modify the
BaseOfCode section in the PE header. Thisway you can better anal yze the code and literalsreferenced in Level 3.
To do this, simply open your dumped file in LordPe or similar and make the following change highlighted bel ow:

[ PE Editor ] - c:Aprogram files\merscomibuku kakuroldumped.exe

Bazic PE Header |nformation —
EntryPaint: 00374053 Subsystemn: uoo:z J

ImageE aze: Im MNurnber0fS ections: lw

Size0f mage: lm Tirnel ateStannp: lm Sections |
EBaze0fCode; lm SizefHeaders: Imﬂj Directaries |
BazeOfData: Im Characteristics: IWJ FLC
SectionAlignment; lm Checkzum: IMH o
Filedlignmert: | OOODIODD  SizeOfOptionaHeader | OOED [ |
Magic: 0108 MumffvabndSizes: | 00000010 +| - | jﬂ

Save

Figure 24.

1.3.5 The AMDUMPV6 (Dumper Tool)

Thistool isbasically meant to show a very basic way inwhich to dump applications using the new AM v6.x
protection system. Asoutlined inthis Tutorial, the tool will dump an application at Level 2. It will take into account
the DWORD value moved to Virtua Memory and reference that datawithin the .data section it resides. It will
modify the original EP instructions to point to the new Level 2 EP. It will dump the process, fixing theraw offsetsto
make avalid PE file. Findly, it will append the encrypted data to the end of the dump and alow the reader to save
the resultant dump file, which can then be executed as the original.

The full sourceisincluded with the contents of this Tutorial. Numerous comments are interspersed with the “C”
language code. The reader can see the flow of how the processis created, anti-debuggi ng measures handled,
hardwar e breakpoints set and cleared, single stepping breakpoint exceptions handled and finally, how another
running process can be read into the VM of the caling process, how to apply the PE header structureto thisVirtua
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Memory that contains the full dumped target executable, how to fix the raw offsetsin the PE header, and how to
append the encrypted datafile of the original executableto our dumped file.
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1.4. References

The target is agame called Buku kakuro - 31.3 Mb - 6.1.342 AM release. You can get it at the link below:
http://d.trymedia.com/dd/mer scom/60m_d/merscom/BukuK akuroSetup.exe

Other references can be found inthe AMDUMPV 6 source code as applicable.

1.5. Conclusions

There are many new features in ActiveMark v6.x to learn and control. This Tutoria is meant as a learning tool to
demonstrate the most basic method to dump an AM v6.x application. If, after reading this Tutorial, better methodsin
dumping AM v6.x applications can be realized, then the author has accomplished his goal. There are still numerous
obstacles to overcome after dumping an application. Some of these obstacles will be addressed in Part 11 — Loading,
patching and running an application under AM v6.x.

All the code provided with this tutorial is free for public use, just make a greetz to the
authors and the ARTeam if you find it useful to use. Don’t use these concepts for making
illegal operation, all the info here reported are only meant for studying and to help having
a better knowledge of application code security techniques.

1.6. Greetings

| wish to thank all the ARTeam members and of course you who, have read this tutorial and
perhaps, can contribute something worthwhile to the RCE community .
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